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Safety information

The device complies with regulations and industrial standards in force in the Czech Republic and the
European Union. The device has been tested and is supplied in working order. To keep the device in
this condition, it is necessary to adhere to the following safety and maintenance instructions.

Never remove the device cover if the relay terminals are connected to the electrical network!

Using the device in a manner other than prescribed by the manufacturer may cause its
safeguards to fail!

The power supply outlet or disconnection point must be freely accessible.
The device must not be used in particular under any of the following conditions:

The device is noticeably damaged

The device does not function properly

Unfastened parts can move inside the device

The device has been exposed to moisture or rain

The device has been serviced by unauthorized personnel

The power adapter or power supply cable are noticeably damaged

= =2 =4 =4 -4 -a -

If the device is used in a manner other than designed for, the protection provided by the device
may fail.

1 The local electrical system must include a power switch or a circuit breaker and overcurrent
protection.

The manufacturer warrants the device only if it is powered by the supplied power adapter or an
approved power supply.

If you have any problems with installing or operating the device, please contact technical support:

HW group s.r.o.
http://www.hw-group.com
Email: support@HWg.cz

U Pily 3

143 00 Praha 4

Czech Republic

Tel. +420 222 511 918

When contacting technical support, please keep at hand the exact type of your device (at the type
plate) and, if possible, the firmware version (see later in this manual).
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First steps

1) Connecting the cables

1 Turn the unit and write down its MAC address that is printed on the label on the side.
1 Set the switches: DIP1=0ff, DIP2=0ff.

1 Connect the unit to the Ethernet (with a patch cable to a switch, cross-over cable to a PC), RJ-
45 port.

1 Plug the power adapter into a mains outlet and connect it to the Poseidon power jack.
The green POWER LED lights up.

1 If the Ethernet connection works properly, the LINK LED lights up after a short while, and then
flashes whenever data are transferred (activity indication).

=

2) Configuring the IP address 7 UDP Config

UDP Config utility i root directory of the supplied CD (Windows and Linux versions).
Available for download at www.HW-group.com Software > UDP _Config.

1 Click the icon to launch UDP Config. The program automatically looks for connected devices.
1 Automatic device discovery works only in the local network.

1 Individual Poseidon units are identified by their MAC addresses (on the label at the bottom).

1 Double-click a MAC address to open a basic device configuration dialog.

& upp Config 4.9.1 for HW group products {www.hw-group.com) E]
our PC network zettings T ‘
H I.U yersen HW aroup IP address: 132.168.2.11 e
sl Netmask:  255.255.252.0
st HUQroup.com  popfig ity for the Hw aroup devices Gateway: 192168.1.253 A& Eind Devices ‘
Device list:
[ MHame IP Device tupe |F'Drt |F'arameters |
1P atchdog lite 93 TCP zetup=v, DHCP=M
kotelna Do 515 Met 0 TCP setup=M, DHCP=Y
Pozeidon 3268 online Pozeidon model 3268 a0 TCP zetup=v, DHCP=M
Rack modrany Fozeidon model 3262 an TCP setup=", DHCP=N
Hwig-STE Hwg-STE an TCP zetup=M, DHCP=N
192.168.1.63 Unzpecified device 23 TCF zetup=r. TEA=M, MWT="
Pogeidon 2257 online Fozeidon model 2251 an TCP setup=", DHCP=N
Damocles MIMI online Darmocles model MIM| a0 TCP zetup=v, DHCP=M
g Fozeidon 4002 Fozeidon 4002 an TCP setup=", DHCP=N
idon 1250 anline Pozeidon model 1250 a0 TCP zetup=Y
Pogzeidon 4001 an TCP setup=", DHCP=Y
S 4001 an TCP zetup=Y. DHCP=N
Pogeidon 4001 4001 an TCF setup=r
Double click for [ 409 80 TCP setup=¥
Damocles 2404 . - 2 model 2404 an TCP setup=", DHCP=N
Pozeidon 3265 FPoz model 3265 a0 TCP zetup=v, DHCP=M
Pogeidon 3262 FPozeidon m an TCP setup=", DHCP=N
PartStared TCP zetup=v, DHCP=M
Ready

www.HW-group.com 4



http://www.hw-group.com/

Poseidon2 3268 1 Manual HW group
First steps N\
Configure the network parameters

1 IP address / HTTP port (80 by default)

Details
1 Network mask
Mame: IP address: Port:
1 Gateway IP address for your network [Poseidon 4002 (192168177 - 80

1 Device name (optional)

Click the Apply Changes button to save the

settings.

4 Open in"wEB Browser

| [~ Enable DHCP

Default values

E? Load defaults |

M ask: MALC:
|255.255.252.0 | 00:04:55: 03:14:16
Gateway: P! version:
192.168.1.253 |2.04
- Device bype:
|Poseidan 4002 [26)
DHCP:
| |Suppnlted
-

v Enable TCF setup Open

-

v Check if new |P address is empty

% Anply changes

Alternatively, you may use the following utilities to configure the IP address:

1 UDP Config for Linux

Important:

1 To reset the device to factory defaults, toggle DIP1 several times within 5 seconds after

applying power to the device.

1 No configuration changes can be stored while DIP2=0n.

To change the IP address, set DIP2=0ff.

www.HW-group.com
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First steps

4) WWW interface of the device

1 To open the WWW interface of the device:
o Enter the IP address into a web browser

UDP Config 2.3.0 for HW group products (www.hw-group.com} X
“Your PC network seftings o
i
nnnnnnn HW group - ahodl
H I.U m B o n-group. o IP address:  192.1685.2
FiL/group Netmask:  255.255.255.0
e HUFGROURSOM_ Config uiity for the HW group devices Gatewsy: 19216851 A& Eind Devices

o Click the IP address in UDP Setup

Show detail settings of device. ..

Open in WEE Browser (port 80}
Qpen TCP Setup itelnet on port 997

|Ready

Load defaulk values

Web interface of the device

A  General:

A General Setup:
A SNMP:

A  E-mail:

A GSM & RFID:
A Log & Time:

A Portal:

A Sensors:

A Inputs:

A System:

] Firefox ™~

@) Poseidon2 3268

€ @ 192168233/ generalxml

Overview of current readings

IP address, DNS, security (username/password)

SNMP / SNMP Trap configuration (ports and alarm recipients)
Configuration and test

Configuration and test in order to use a remote SMS-GW
Time configuration, NTP server

Connection to a remote portal system

Device name, sensor names, status overview

Control of inputs and alert parameters

Firmware upgrade, save/restore configuration, etc.

\Y/

General
General setup
SNMP

Email

GSM & RFID
Log & Time
Portal
Sensors
Inputs
Outputs

System

Restart

Reload values every
[s]

Values reloaded 3

POSEIDON2 3268

DRy ConTACT INPUTS

Current
Value
0(off)
0{0ff)
a(off)
1(COn,
0(OfF,

Name
Binary 1
Binary 2
Binary 3
Binary 4
Comm Monitor 1 123

SENSORS
Name

Sensor 240

DowNLOAD

Alarm Alert

Disabled

User-defined names for
sensors and digital
inputs

Current Value
30.3°C

SNMP Management Information Base:

SNMP Object Identifier:
XML Schema Definiton:

For more

information try

10.0 .. 60.0

GENERAL

ReELAY OQuTPUTS

Current

Value
0{Off) Manual
o(Off) Manual

Alarm thresholds

Alarm Alert
Disabled

Name D Mode

BinOut 1 151

152

Safe Range Hysteresis

0.0

TERMINAL CONFIGURATION (TCP SETUP)

Connect with telnet to:

Action when value
out of range

MIB file for SNMP
software

www.HW-group.com
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General Setup
POSEIDONZ 3268 NETWORK

OTHER SETTINGS AND INFORMATIONS

Display temperature in:

HW Security Protection: Disabled

General NETWORK SETTINGS

General setup IP Address:
Submask: ( Device name, e.g.
SNMP Gateway: 32.165.1.254 AFirst fl oo
Primary DNS:
Secondary DNS:
HTTP Port:
TCP Telnet Setup:
DHCP Client:

Email
GSM & RFID
Log & Time

Portal 1P Access FILTER Three levels of passwords for

device security.
Sensors Access to  |IP Address Value| IP Mask Range

HTTP 0.0.00 0.00.0
Inputs SNMP 0.0.00 0.0.00

Outputs

USER PASSWORDS
System

User Name Password
Read Only: I
Read Only + Qutputs:
Read and Write:

Restart

POSEIDONZ 3268 NETWORK AND TIME

GENERAL SNMP SETTINGS

snvp port: [

General SNMP Access

General setup Community Read | Write |Enable

SNMP private
Email 5 destinations for SNMP T

SNMP TraP DESTINATIONS
GSM & RFID

Destination Community IP Address Port Enable
Log & Time A. 192.168.1.242
B

Portal

Sensors

EEEES

Inputs
MIB II System GroOuP

SysContact: support@HWgroup.cz

System SysName: Poseidon2 3268

SysLocation: |

Outputs

Restart

www.HW-group.com




Poseidon2 3268 i Manual

HW group

E-mail

\Y/

General
General setup
SNMP

Email

GSM & RFID
Log & Time
Portal
Sensors
Inputs
Outputs

System

Apply Changes

EMAIL SETTINGS

SEMTP Server:
SMTP port:

Email Sender Address:

Authentication:
Name/Password:

Email Subject Text:

EMAIL DESTINATIONS

Alarm Email Recipient:
Alarm Email Copy:
Alarm Email Copy:
Alarm Email Copy:
Alarm Email Copy:
Periodic Log Recipient:

Test EMAIL

POSEIDONZ2 3268

some.smip.server

[IP Address or DNS Name]

25

user@domain.com
User login name

Subject_0

Tol@domain.com

Inserts the specified text
at the beginning of the
e-mail subject line

Toli@domain.com

To2@domain.com

To3@domain.com

Tod4i@domain.com

Tobi@domain.com

State: no reply from SMTP

PERIODIC STATUS SETTINGS

Periodical Status:

Alarm reminder:

Periodic Status Settings

A Periodical Status
When on, sends an e-mail with device status at the specified intervals. For example
every 24 hours (1440 minutes).

A Alarm reminder
When active, sends periodic reminders
that the device is in the Alarm state. For

example every 15 minutes.

NOTE:

Sends a test e-mail and
shows the connection log

Period:
Period:

Send Test Email

IR [ minutes]
E (inutes]

To send e-mail, check:

1)
2)
3)
4)

5)

Correct Gateway IP address
DNS server in network settings
SMTP server and port

Authentication turned on, correct
username and password

Spam filter for your mailbox is
disabled

Configuration changes must be confirmed by clicking the Apply Changes button.

www.HW-group.com




GSM

General
General setup
SNMP

Email

GSM & RFID
Log & Time
Portal
Sensors
Inputs
Outputs

System

Restart

Apply Changes

Log & Time

General
General setup
SNMP

Email

GSM & RFID
Log & Time
Portal
Sensors
Inputs
Outputs

System

Restart

Apply Changes

www.HW-group.com

POSEIDONZ 3268 GSM AnD RFID

Ser1AL PORT SETTINGS RFID SeTTINGS

Port Function: Disabled - Remote Destination: Remote Server A -

SOAP DESTINATION

SOAP Server .
IP Address or DNS Name Link /Path Port Enable

PR 152168136 .

GSM SMS INTERFACE
e Function: IP address of _ﬁ H W8MS-GWo
SMS + Ring When Alarm: to use for sending text messages

Remote Destination: Remote ServerA « (SMS)

GSM SMS RECIPIENTS
Alarm SMS Recipient 1:
Alarm SMS Recipient 2: L. ,
Alarm SMS Recipient 3: ReC|p|en phone nos
Alarm SMS Recipient 4:

Alarm SMS Recipient 5: Send Test SMS

POSEIDONZ 3268 Loc AND TIME

DaTE AND TIME

Press to synchronize the
SumenE Bt [dd.mm.yyyy] time with the specified
Current Time: 08:32:18 [24 hour format] server

TIME SYNCHRONIZATION

SNTP Server: [IP Address or DNS Name]

Time shift to server time (GMT): [If you are in different zone]
Synchronize Time

DEVICE LOGGER SETTINGS

Store all actual sensor values to the logfile every 300 [s]
Total estimated logfile capacity is 211 days, 0 hours and 10 minutes
Report Log Period [h] ([ G—_ Erase log after e-mail E

Open logFile J| Clearlog File
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Portal

POSEIDON2 3268

| PORTAL MESSAGE

General PORTAL

Message from the portal

Enable connection to the remote portal

General setup Portal Enable:
Push Period: EETll(s] o=Disable
SNMP Server Address: www.sensdesk.com/portal.php
IP Port: (80 DEENIED)
Email User Name: wvitolmr
Password: gehgls
Current Push Timer:
Current Log Timer: 143
Current Autopush Block Timer:

~
-pI
W

GSM & RFID

Log & Time

Click to connect to the portal

ED

Portal Manual Push:

Sensors
SENSORS AUTOPUSH CONFIG

Inputs Name D Current Value Autopush

Sensor 240 38625 30.3°C (00 |

AutoPush configuration

Outputs

System DRY CONTACT INPUTS AUTOPUSH CONFIG

Name ) Current Value Autopush
Binary 1 0{Off)
Binary 2 0{Off)
Binary 3 0{Off)
Binary 4 1(0On)

Comm Monitor 1 0{Off)

EEEEE

Apply Changes

Configures the communication with the portal using the HWg-Push protocol. Poseidon2 is the active
side and establishes the connection periodically and/or whenever a change in a sensor value
exceeds the configured AutoPush value.

The www.SensDesk.com portal connection parameters are pre-filled.

AutoPush configuration
Poseidon2 connects to the portal and notifies a value change whenever a change in the sensor
reading exceeds the configured AutoPush value.

This configuration only applies to the communication between Poseidon2 and the online portal. Local
alarm values are configured in the portal.

For portal connection, check:

1) Correct Gateway IP address
2) DNS server in network settings

3) Correct Server Address of the
portal

www.HW-group.com 10
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Sensors

POSEIDONZ 3268 SENSORS
w Scans connected sensors and
SENSORS .
displays detected sensors
Configuration:

= 3 _ . Out of Safe | Out of Safe
BELEE _ | Current e Hysteresis| Delay _ < _ 5
Name Sensor ID value Safe Range Idle Range| [s] Range Range
General setup 5 =ng 5 SNMP Trap |Email & SMS
Sensor24) LIRS EOEEel 00 PMcoo QMoo [0 |

SHNMP

Email

GSM & RFID

Log & Time Sensor name will be shown Sendsa SNMPtrapi f t he

in e-mails, text messages, Rangeo for this
Portal or SNMP traps

Sensors

Inputs Sendsan E-maili f t he
Rangeo for this

CQutputs

System

Sends a text message (SMS) if
the ASafe Rangeo
exceeded

Apply Changes

After connecting sensors or changing RJ11 connections, sensors need to be detected again.

. To avoid numerous false alerts

(by e-mail or SMS) whenever the reading re)
fluctuates around the threshold, : T N
you can use: ol =

1) Hysteresis Idle Range | [mem =

Tolerance band around the

2) Delay [s] “
Delays the information about -
alarm beginning and alarm ’
end by a specified time. Can be used for dry contacts, too.

o ey e s e ks el T
® @00 060 0® @ 0@ @ @

1
' i
i |
: :
i inSafe Rangeo Prev = i
| multiple alarm alerts. * A /\/\ T |
i |
' i
i |
' i
' :

www.HW-group.com 11
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Inputs

POSEIDON2 3268

| Dry ConTACT INPUTS

Name

General
Binary 1

Current Value Alarm State

0(Off) Activeifon

INPUTS

Out of Safe Out of Safe

Delay[s] Range Range

SNMP Trap | Email & SMS

General setup Binary 2

0({Off) Active if off «

]

Binary 3

0(Off) Disabled

SNMP Binary 4

1{on) Disabled

EEEQE
EEEEE

Comm Monitor 1
Email

GSM & RFID

Log & Time

Enter Digital Input name,

will be shown in e-mails,

ErrErE text messages or SNMP
traps

Portal
Inputs

Outputs

System

Apply Changes

0(Off) Disabled

ALARM CONTACT STATUS:

M Activeif On
Alarm when the contact
closes (1 =0n)

Active if Off
Alarm when the contact
opens (0 = Off)

Disabled
No Alarm

Reaction to digital inputs:

f

f
f
f

Disabled

Send a SNMP Trap
Send an E-mail
Send a SMS

Connecting the inputs

FAQ

— 0 (Off)
O

J._—--0—0

1 Poseidon2 informs about alarm
activation and deactivation for
each Digital Input and/or sensor.

1 E-mail format cannot be changed;
sensors may have custom names.

1 (On) 1 Yellow background in a line with a
sensor or an input means that the
safe range is exceeded but alarm
notification is off.

NOTE: Configuration changes must be confirmed by clicking the Apply Changes button.

s e e PosadoriFamilyo

wPoseidon family manual

For a detailed description of all settings and tabs in the configuration interface,
m a nAuadable on the WEB or on the install CD.

www.HW-group.com
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Outputs

POSEIDON2 3268 OutpuTs

w Choose the output mode
ReLay QuTtPuTs

SLITELS Output Control Target
Value Jutput Lont Value

- _ s Change to On
SELAT BinOut 1 151 o(ofr) ®Manual :
IR NS TN On if valye€dalto Trigger  ~ Sensor 240(38625)  ~
General setup .  @Manual Change o On
BinQut 2 152 D(Off) - -
SNMP Clocal Cond”~ofl BLLEWEELY - EE-

Email

Name ID Depend on

GSM & RFID
Log & Time .
Manual mode: Local Condition mode:
Portal
Output controlled over the WEB Controls the outtput according
SETELTE or M2M protocols to the specified sensor

Inputs
Outputs

System

Restart

Apply Changes

Output mode:

A) Manual
Output can be controlled using the Web interface or externally using M2M protocols.
The outputcannotb e used i n At hidocahmmritiont 06 mode

B) Local Condition
The output cannot be controlled using the Web interface, it is controlled by the local
condition. The output is read-only for all M2M protocols. Hysteresis configured in the sensor
settings applies.

The output cannot be controlled remotely.

o Onifanyalarm
The output is active if at least one input or sensor is in alarm.

o On if value equal to Trigger
The output is active if the selected sensor reading is equaltot he fATar get

o On if value higher than Trigger

V |

The output is active if the selected sensor reading is greaterthant he A Tar get

o On if value lower than Trigger
The output is active if the selected sensor reading is lessthant he A Tar get

o Dependent On i sensor / input to which the condition applies.

www.HW-group.com 13
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System
POSEIDONZ2 3268

| COMMUNICATION MONITOR

Modbus:
XML/HTTP:

General ElAEE

Time: I

General setup
CONFIGURATION

Load Configuration: Soubor nevybran. Upload

Save Configuration: Download

SNMP
Email

GSM & RFID
SYSTEM

Uptime: 12days,12hours, 43minutes Restart Device
Portal . .
= Device FirmWare: 1.1.6 Update FW

Sensors

Log & Time

Inputs
Outputs

Syst -
A Uploads new firmware from

the PC

Communication Monitor

This function controls a virtual Digital Input that is available in Inputsas A Com Moni tor 1
of 123. I f no communication took place in the s
Monitor 10 = 0 (Off).

This function is useful e.g. to send a warning e-mail whenever Poseidon2 ceases to be periodically

monitored over SNMP or SCADA.

Configuration
A Download T retrieve the configuration from the device and store it on the PC.
A Upload i send a saved configuration from the PC to the device.

NOTE: Configuration changes must be confirmed by clicking the Apply Changes button.

www.HW-group.com 14



Poseidon2 3268 1 Manual HW group

Software Applications

HWg-PDMS

Windows application that logs
data from all HW group devices
into its internal database.

The application runs in the
background (NTservice). Data are
received from the device over http
or e-mail.

Data can be exported over XML

or automatically stored to MS
Excel.

License: Free HWg-PDMS version for 3 sensors
Paid versions for 8 / 20 / 200 / unlimited sensors

HWg-Trigger

. . . . . (22 Hwa-Trigger 201 B — T o o |
Windows application for detecting and reacting |[ee c s "'_ — ——

to eve nts " HWirouws Poseidon & Damoles Triggering System Trigg er
RULE LlST CLICK to ACTIVATION. It is necessary step to finish registration

Detects, for instance, disconnected devices, Ear—

failed sensors values out of range, or incoming | SR

SNMP Trap alerts.

Possible responses include sending an
e-mail, activating a relay over the

network, or sending a text message
. Activity Log: Status of Reference
- - 17.9.2013 11:07:43: ™ DEBUG: Ping 0K py e
(SMS) USIng HWg SMS GW 1792013 10753 = DEBUG: Fing lo b seam.cz
17.9.2013 11:07.53: ™ DEBUG: Ping 0K Ok
17.9.2013 11:08:03 = DEBUG Fing lo www. seznam.cz 5
17.92013 11:03.03. = DEBUG: Ping OK =

Other responses include displaying a e e T
warning message in Windows,
starting an application, or
shutting down the computer.

License: 30-day trial version free of charge
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