Poseidon2 i Family manual

HW group

Poseidon2 family
manual

Poseidon2 is a product family for use in remote monitoring and for measuring over LAN.
The family consists of several product versions, designated for use in different

vary in number and types of sensors it can connect, otherwise the devices offer identical
features.

environments (190 rack cabinets, data cen
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Poseidon?2 devices
Poseidon2 3266 Poseidon2 3268

HLWamou HLWsrow

Power Power
Setup/Alarm Setup/Alarm
IN1 IN1
IN2 IN2
IN3 IN3
IN4 IN4

® 0UT1

® 0uT2

Poseidon2 3266 Poseidon2 3268

N 1-Wire/1-Wire UNI

Portl Port2

Outputs
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Comparison of specific models
Poseldo P 0seldo Poseldo P 0seldo
b6 03 408 400

Ethernet 100 Mbit 100 Mbit 100 Mbit 100 Mbit
VLAN future future future future
HTTP " " " <
DHCP « « + «
SNMP v1 o o ¥ 4 o
SNMP v2/3 future future future future
SNMP Trap o of Y of
Trap destinations 5 5 5 5
SNTP < < < a::?
SMTP < e::?" < <
SMTP TLS ™ o « 4
E-mail Destinations 5 5 5 5
SSL future future future future
SMS/ Local RS-232 p o b o ) 4 of
SMS/ netGSM N " N o
SMS Destinations 5 5 5 5
Logger « + od «
Logger reccords 250.000 250.000 250.000 250.000
HWg-Push protocol ™ I I of
IPv6 future future future future
Comm monitor = of I of
DO Local conditions F o = =
1-Wire sensors 8 8 8 16
1-Wire UNI support ™ I o o
RS-485 support P-4 P4 # «
RS-485 sensors b4 i A 24
M-BUS meters 2 4 =4 4
Modbus /TCP f of o «f
Email Alarm reminder F o v =
Email Periodical Status f of o «f
Power Input 1 9-30V 9-30V 9-30V 9-30V
Power Input 2 -- -- 48V DC --
DI (Digital Inputs) 4 4 4 12
DO (Digital Outputs) 0 2 2 4
DO max load - 50V/1A 230V/10A 50V/1A
Operating temperature monmnyplc/ monmyplc/ monmnmpnac/ monmnyp
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Connectors description

Ethernet

Ethernet 100Base-T (10/100Mbit). After connecting the adapter a green "Link” LED shows correct
connection and yellow "Activity" LED flashes

Power PWR OUT = PWR IN
PWR PWR
out out

Green LED light shows that the device is powered-up. Power supply in range 9- o

2 2
2 53

30V is required, for Poseidon2 3468 it is 48V. Modules can be manufactured in
PoE versions for use in specific projects

PowerQut

Can be used as a power supply for connected sensors and accessories.
PowerOut output is directly connected to 9-30V input. Power outputs on units that
require 48V can be used as a 12V/300mA power supply.

1-Wire/1-Wire UNI

Connecting HWg sensors with 1-Wire/1-Wire UNI interface. Each port can directly connect up to 60m
bus. 2 Wire UNI sensors. More in chapter Connecting the sensors

RS-485 (only Poseidon2 4002)

For connecting RS-485 HW(g sensors. TermA and TermB switches are used for bus termination.
More in chapter Connecting the sensors

Inputs

INX - Inputs for connecting dry contacts. All inputs have one common GND potential. Green LED light
shows that the input is triggered.

Outputs

OUTXx T relay outputs with switch contacts. Clamps connected in normal state are NCx (Normally
closed) + COMx (Common), NOx (Normally Open) + COMx when the relay is switched. Yellow LED
light shows that an output is switched.

Alarm/Setup LED

Red LED shows the device state - Light indicates alarm state (some sensors or inputs out of their
safe range), flashing indicates that the device is in TCP or Serial Setup.

DIP1/DIP2 system switches

DIP1 - Serial setup mode activation / Factory default settings switch. Factory default settings can be
restored by switching the DIP1 3x within 5 seconds after connecting the power adapter.

DIP2 - Safe mode - Switching the DIP activates HW(g settings protection. No settings can be
changed.

www.HW-group.com 6/104
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Poseidon?2: first steps

1) Connecting the cables

1 Turn the unit and write down its MAC address that is printed on the label on the side.

1 Set the switches: DIP1=0ff, DIP2=0ff.

1 Connect the unit to the Ethernet (with a patch cable to a switch, cross-over cable to a PC), RJ-

45 port.

1 Plug the power adapter into a mains outlet and connect it to the Poseidon2 power input.

=

The green POWER LED lights up.

1 If the Ethernet connection works properly, the LINK LED lights up after a short while, and then

flashes whenever data are transferred (activity indication).

2) Configuring the IP address i UDP Config

UDP Config utility i root directory of the supplied CD (Windows and Linux versions).
Available for download at www.HW-group.com Software > UDP Config.

1 Click the icon to launch UDP Config. The program automatically looks for connected devices.

T Automatic device discovery works only in the local network.

1 Individual Poseidon2 units are identified by their MAC addresses (on the label at the bottom).

1 Double-click a MAC address to open a basic device configuration dialog.

& upp Config 4.9.1 for HW group products (www.hw-group.com} E]
Your PC network, settings
ekl it g IP address: 192.168.2.11 T ‘
ngruup 431 N _
etmask: 255255 2520
vu HW-group.com o6 iy for the HW group devices Gateway: 192168.1.253 ﬁ Find Devices ‘
Device lizt:
rALC MHane IP Device bype |F'0rl |F'ararneters |
IP Wi atchdog lite 99 TCP setup=", DHCP=N
kaotelna Do 515 Met 1] TCP zetup=M, DHCF=Y
Pogeidon 3268 online Fogzeidon model 3268 an TCP setup=", DHCP=N
Rack maodrany Pozeidon model 3262 a0 TCP zetup=v, DHCP=M
Hw'g-5TE Hwg-5TE a0 TEP setup=M, DHCP=N
192.168.1.63 Unzpecified device 23 TCF zetup=v. TEA=M_ MHWT="

Pozeidon 2251 online Pozeidon model 2251 a0 TCP zetup=v, DHCP=M
Damoclesz MINI online Damocles model MIMI an TCP setup=", DHCP=N
Enseidnn 4002 Pozeidon 4002 a0 TCP zetup=v, DHCP=M

idon 1250 online Fozeidon model 1260 an TCF setup=r
Pozeidon 4007 a0 TCP zetup=v, DHCP=Y
= 4001 a0 TEP setup=y, DHCP=N

Pozeidon 4007 Double click for 4001 a0 TCP zetup=Y

. 4001 an TCP setup=Y

details
Damocles 2404 s model 2404 a0 TCP zetup=v, DHCP=M
Pogeidon 3265 Fom model 3265 an TCP setup=", DHCP=N
Pozeidon 3262 Pozeidon mi a0 TCP zetup=v, DHCP=M
FortStored TCP setup=", DHCP=N
Ready

www.HW-group.com
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Configure the network parameters \
1 IP address / HTTP port (80 by default)
1 Network mask

Mls
N% IP address: Port:

1 Gateway IP address for your network |poseidmm\ [192.168.1.77 - [=0
1 Device name (optional)

|~ Emable DHCP
4 Open inWER Browser ‘

Click the Apply Changes button to save the Mask: MAC:
settings. | 255.255.252.0 |00 0455 051 4:16
Gateway: Fu’ wersion:
|192.168.1.253 |2.0.4
- Device ype:
|Foseidon 4002 [26]
DHCP:
| |Supported
| r
v Enable TCP setup Open

Default values

-
gf Load defaults ‘

[v Check if new IP address is empty

e |
" Apply changes

Ready

Alternatively, you may use the following utilities to configure the IP address:
1 UDP Config for Linux

Important:
1 To reset the device to factory defaults, toggle DIP1 several times within 5 seconds after
applying power to the device.

1 No configuration changes can be stored while DIP2=0n.
To change the IP address, set DIP2=0ff.

www.HW-group.com 8/104
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4) WWW interface of the device

1 To open the WWW interface of the device:

1 The WWW page displays current states of devices and sensors.

o Enter the IP address into a web browser
o Click the IP address in UDP Config
o Click the underlined IP address in UDP

SETUP

UDP Config 2.3.0 for HW group products (www.hw-group.com)

vvvvvvv HW group
Netmask:  255.255.255.0

19216851

“Your PC network settings
’V IP address:  192.1685.2

Gateway:

Show detail settings of device. ..

Open in WEE Browser {port

|Ready

Cpen TCP Setup itelnet on

park 99)

Load defaulk vwalues

Web interface of the device

> T > I T I T D D

Poseidc

+ General

General setup

SNMP

Email

GSM

Log & Time

Portal
Sensors
Inputs
Outputs

System

General:

General Setup:

Overview of current readings
IP address, DNS, security (user name/password)

SNMP: SNMP / SNMP Trap configuration (ports and alarm recipients)
E-mail: Configuration and test

GSM & RFID:  Configuration and test in order to use a remote SMS-GW

Log & Time: Time configuration, NTP server

Portal: Connection to a remote portal system

Sensors: Device name, sensor names, status overview

Inputs: Control of inputs and alert parameters

System: Firmware upgrade, save/restore configuration, etc.

Poseidon2 4002

GENERAL

Dry Contact Inputs Relay Outputs

Current
Value
0(Off)
0(Off)
0(Off)
U (eli]

Current
Value
0(Off)
0(Off)
0(Off)
1{0On}
0(0ff)
0(0ff)
1T
0(0ff)
0(0ff)
0(0ff)
0(0ff)
o(off)

Name

—
=]

Alarm Alert Name ID Mode

BinOut 1
BinOut 2
BinOut 3
BinOut 4

Manual
Manual
Manual

Active if on
Active if on
Disabled
Disabled
Disabled
Disabled
Disabled
Cieabled
Disableu
Disak.ed
~isabled
Disabled

Binary 1
Binary 2
Binary 3
Binary 4
Binary 5
Binary &
Binary 7
Binary 8
Binary 9
Binary 10
Binary 11
Binary 12
Comm Monitor
1

Manual

(- RICN RN T ¥, I V% B N R

User-defined names for
sensors and digital
inputs

out of ranae

Alarm Alert

-
o 0

2(0n) Disabled

Sensors

Name ID Current Value

Yo
11.7 RH

Yo
13.2 RH

Yo
10.4 RH

k]
G
e
=

Safe Range Hysteresis

Sensor 240 47636 10.0.. 60.0 0.0 Email and SNMP trap

Sensor 241 53270 10.0.. 60.0 0.0 Email and SMS

Sensor 242 56342 10.0.. 60.0 0.0 EMAIL

Sensor 243
Sensor 244
Sensor 245
Sensor 246

65285 0

41496 31.1
47130 27.3
50202 32.6

0.0.. 100.0
10.0.. 60.0
10.0.. 60.0
10.0.. 60.0

0.0
0.0
0.0
0.0

SNMP trap
Disabled
Disabled
Disabled

Download

Terminal Config (TCP Setup)

Connect with telnet to:

MIB file for SNMP
softwares

SNMP Management Information
Base:
SNMP Object Identifier:
XML Schema Definiton:

For more information try

www.HW-group.com
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General Setup

Poseidon2 4002 GENERAL SETUP

Device IP Access Filter

Name: Poseidon2 4002 IP Address

Value 1P Mask Range

0.0.0.0 0.0.0.0

Network Settings SNMP 0.0.0.0 0.0.0.0
192.168.2.245
255255.252.0

00

H - ~d i »
— - : TRTREE Other settings a.d informa .
Primary DN 192.168.1.253 Display temperature in: [V Device name, e.g.
Secondary DNS: 192.168.1.250 System temperature in: = H
Email
HTTP Part: 380 HW Security Protection: IER

GSM TCP Telnet Setup: 199 |

DHCP Client:
Log & Time -
Portal - User Passwords
User Na
Sensors _ er Name
Read Only:
Inputs Read Only + Qutpu
Read and Write:

Outputs

System .

Apply Changes

SNMP

Poseidon2 4002
General SNMP Settings SNMP Access
poseld SNMP Port: Community Read Write Enable
D nublic ﬂ . 5
orivate V| /| V]

General

Three levels of passwords for
device security.

Gi | set S
e SNMP Trap Destinations

+ SNMP

Destination Community IP Address

B A, 192.168.1.242
Email

GSM

B.
C.
D
Log & Time -
Portal

MIB II System Group

Sensors
SysContact: [ ppun@HWgroup cz

SysName: Poseidon2 4002
SysLocation: LRl

Inputs
Qutputs

System

\Apply Changes

www.HW-group.com
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E-mail

Poseidon2 4002

Email Settings

p d Inserts this text at the
Osel SHIP Server: : beginning of the e-mail

_ SMTP port: subiject line
Email Sender Address:

General Authentication:
Secure TLS mode:
General setup Name/Password: [ J ELIXIIIIYS

Email Subject Text:

SNMP

Up to 5 recipients for

Email Destinations .
alarm e-mails

GSM Alarm Email Recipient:
Alarm Email Copy:

Log & Time Alarm Email Copy:
Alarm Email Copy:

Portal Alarm Email Copy:

Periodic Log Recipient: [ - -

Sensors E-mail test result
Inputs Test Email
Outputs State: 250 2.0.0 Ok: queued as 5084922021E
System Send Test Email
Periodic Status Settings
Apply Changes Periodical Status: || 5 | [minutas]
Alarm reminder: [ | [minutes]

Sends a test E-mail

Periodic Status Settings

A Periodical Status
When on, sends an e-mail with device status at the specified intervals. For example
every 24 hours (1440 minutes).

A Alarm reminder o _ To send e-mail, check:
When active, sends periodic reminders

that the device is in the Alarm state. For
example every 15 minutes.

1) Correct Gateway IP address
2) DNS server in network settings
3) SMTP server and port

4) Authentication turned on, correct
user name and password

5) Spam filter for your mailbox is
disabled

NOTE: Configuration changes must be confirmed by clicking the Apply Changes button.

www.HW-group.com 11/104
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Poseidon2 4002
Serial Port Settings
Poseid Y —
General SOAP Destination
Gi | set SOAP S q
e IP Address ore[)r;!lzrﬂame SRRt part etz
SNMP . 30 B/
Email
GSM SMS Interface
» GSM
e I P addr es-SMBPGWa
Log & Time SMS + Ring When Alarm: W .
RS-232 GSM Module: Not enabled to use for sending text messages
Portal SMS Center Number: (SMS)
Remote Destination:
Sensors
Inputs GSM SMS Recipients
Outputs Alarm SMS Recipient 1:
Alarm SMS Recipient 2:
System Alarm SMS Recipient 3:
Alarm SMS Recipient 4:
Alarm SMS ReC|p|ent =
Recipients' phone numbers
Log & Time
Poseidon2 4002 LOG AND TIME
Date and Time Press to synchronize the
poseld Current Date: 22.01.2014 time Wlth the Specmed
Current Time: server
General
Time Synchronization
General setup
SNTP Server: - [IP Address or DNS Name]
SNMP Time zone:
Email
G5M
Device Logger Settings
+ Log & Time
Log period: TN (s]
Portal Logfile capacity: leédays, 11hours and 11minutes
Report Log Period: [h]
Sensors Erase log after e-mail: |
Inputs
Outputs
System
Interval for logging Expected size of recorded
measured values data
www.HW-group.com 12 /104
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Portal

Poseidon

Portal Message

General Portal

General setup

SNMP

Email

G5SM

Log & Time

» Portal

Outputs

System

Portal Enable:
Push Period:
Server Address:
IP Port:

User Name:
Password:
Current Push Timer:
Current Log Timer:

Current Autopush Block

Timer:
Manual Push:

Name
Sensor 240
Sensor 241
Sensor 242
Sensor 243
Sensor 244
Sensor 245
Sensaor 246

Poseidon2 4002

PORTAL

Message from the portal

SensDesk.com: Check sens.r online.

Enable connection to the remote portal

~
EINl(s] 0=Disable

www_sensdesk.com/portal. php

ElCefault 80

8

ID
47636
53270
56342
65285
41496
47130
50202

Sensors h fi
Ut Sensors autopush config Click to connect to the portal
npu

LUIrent vaiue

12.3
14.1
10.7
0
30.0
25.9
31.9

%RH

Y%RH

Y%RH
Yo
o
o
o C

| _—
AutoPush configuration
Dry Contact Inputs auto) _

Current Value

Name
Binary 1
Binary 2
Binary 3
Binary 4
Binary 5
Binary &
Binary 7
Binary 8
Binary 9
Binary 10
Binary 11
Binary 12

Comm Monitor 1

CONOUhAWNRG

i
[ =1

._.
-
NS

0(off)
0(0ff)
0(0ff)
1(On)
o(off)
0(off)
0(0ff)
0(0ff)
0(0ff)
o(off)
0(off)
0(Off)
1(On)

&
- =
B
=]
b=
=
m
-

1/
EEEEEEEEEEEEN:;
=]
w0
=

Configures the communication with the portal using the HWg-Push protocol. Poseidon2 is the active

side and establishes the connection periodically and/or whenever a change in a sensor value
exceeds the configured AutoPush value.

The www.SensDesk.com portal connection parameters are filled in.

AutoPush configuration

Poseidon2 connects to the portal and notifies a value
change whenever a change in the sensor reading
exceeds the configured AutoPush value.

This configuration only applies to the communication
between Poseidon2 and the online portal. Local
alarm values are configured in the portal.

For portal connection, check:

1) Correct Gateway IP address
2) DNS server in network settings

3) Correct Server Address of the
portal

www.HW-group.com

13/104


http://www.sensdesk.com/

Poseidon2 i Family manual HW group

Sensors

Sendsa SNMPtrapi f t he
Rangeo for thi
exceeded

Range of allowed values. If \ll
exceeded, alarm is signaled.

T

Sensor name will be shown
in e-mails, text messages,
or SNMP traps

Sends an E-mail i f t h
Rangeo for t
exceeded

e
hi

Scans connected sensors and the ASafe Rangeo

Sends a text message (SMS) if
[ displays detected sensors exceeded

After connecting sensors or changing RJ11 connections, sensors need to be detected again.

To avoid numerous false alerts

(by e-mail or SMS) whenever the reading
fluctuates around the threshold,

you can use:

1) Hysteresis Idle Range
Tolerance band around the
ifSafe Rangeo. Prevents
multiple alarm alerts.

2) Delay [s]
Delays the information about
alarm beginning and alarm
end by a specified time. Can be used for dry contacts, too.

Tip: For details, see the complete APoseidon f

NOTE: Configuration changes must be confirmed by clicking the Apply Changes button.
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